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The buyer of Bitcoins cannot utilise it in any manner except that he sells it oz barters it with those wha also
ascrive value to it. However, of course the Shariah prohibits the selling of something that does not have any
objective utthity and resultant “value' and this is why Bitcoin cannot be considered as & commercial
assel. Therefore, Bitcoin, whilst of course being something that exasts as a ‘virual asset’, is not Ma!
(property) m Islam because of the fact that it has no wiility innately (which is a condition for assets in
Islam), the unknown nature of its source and due to the Gharer in it. The only wtility that Bitcain has is
aseribe) urility that emnanates from the ascribed speculative value that people give it, but this aseribing of
unhity and value is something that can only be done with currencies and not assets. As Bitcoin is not a
currency, the ascribed utility 11 has is worthless and this is what leads o many ¢ call Bitcoin ‘sothing’. As
for the evidence for an asset to have value, this is established through the conditions of what constitutes
Mal (as an asset is in of itself a category of Maf} and has been discussed in the beoks of Fiqh.

PART 3- CONCLUSION

In conclusion, 1o establishing the Marar(reality} of Bitcoin, it is clear that thisfalls to be considered in the
realm of" assets’ and not actual ‘currency’ in both reality and according to Islamic law. "’

When considering both the laws applicable 10 currencies and those applicable to assets, we see that Bitcoin
does not fulfil the conditions that Islam lays out.

As a “currency’it fails 1o meet the requirements to be a stable stare of value, a benchmark by which people
can trade aswell as being produced by a central authority that can provide such stability and access ta the
masses. Indeed through an observation of the reality, we can see that it was not actually designed in a
mannet that facilitates en masse transactions. The carrent splinters and security concems bt raised
tegarding it are testament to this.

As en ‘assel’ it fails to meet the requirernents to be free rom Gharar and is issued by a Majheo! source (a
mining community). It lacks any intriesic value and any value that attaches 1o it is merely as a result of
pare extrems speculation (Maysir).

Therefore, Bilcoin is a thing that is forbidden to deal in. It falis into the first of three kinds of products that
cannot be dealt in by Muslims. These are:

1) Products which are forbidden in and of themselves;
2)  Preduets which are acquired through force or theft; and
3) Products which are permissible in origm but are acquired through an illegal means,
Biteoin falls into the first of thess categories because it is forbidden specificatly for itself {like alcahel). It
is therefore forbidden 1o be given as a gift, or to be borrowed, or sold, or bought in the same way that it is
fortrdden for the persan who gives the aleohol, and is forbidden for the person it is gifted to, or the ane
who sells it, or buys #tor the one who borrows it. The Messenger () said:
Vi s )a

“dleohol is forbidden for itself” (Narrated by Nisa'i}.
In the case of Biteoin, it falls into the first category as it is plagued with Gharar, Maysir and its source is
majhool and it is clear that it is merely a *virtual asset’ and a product which lacks intrinsic value. As

nartated by Nafi (ra) reported from Umar (ra) that the Prophet (D} said:

il i el e i el e
“The Messenger of Atloh (3) prohibited the Gharar sale.”

’ ﬂhltps:lfaﬁnagcggg fikes wordpress.com/2017/08/research-paper-on-bitcoin-muili-faraz-adam. pdt
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that dealing in Bitcoin was “similar to gambling’. The head of the Central B
described the dealing in Bitcoin as ‘speculative mania® **

It is narrated by Muslim in his Sahih from Abu Huraira that he said:
AN g i R gm0
“The Messenger of Allah ¢ ) Jorbade Gharar transactions and Hasah Hransactions.”

It is also rarrated by Tirmidhi in 2 hadith from Abu Huraire also:
B2 R P A L A Reii s a0

“The Gharar sale includes selling fish that are in the water, selling a slave that has excaped, selling birds
that are in the sky and similar type of sales all of which are prohibited.

In this regard it 1s apparent that the ambignous and unknown (i.e. mefhos! and ghayrma 'loom) fall 1o also
be things which are Gharar.

Dioes Bitcoin have *Utility’ and *Value® in the Shariak’s eyes?

When considering this issue, we must make a distinction between what is necessary for an asset to be
considered as having ‘value’ versus that for a cumrency. Fiat currencies, even though not backed by an
asset, still derive their ‘value’ from the power of the states who issue them and who use them as crency.
As such, they are deemed to have *utility” and *value’. However, for a commodity to be classified as an
asset, it has to have ‘utility” innately as it is from this utility that the commodity derives its ‘value’ in the
first place. The “utility” here is not defined based on subjective termns but rather it is sudied objectively.

What 15 the vakue? The value is the amount of benefil present within the commodity, which is fixed at all
times and places. So the benefit of 4 jug is estimated, in itself as an object, by the materials it is made of,
s swmitability for carrying water, whether for drinking or ablution. These uses are never detached of it
today or tomormmow, whether iis price increased or dectined

For example, a loaf of bread has utility end provides clear benefit 1o its holder for consumption. The same
goes for a house as a person who possesses the house can live i it, rent it and so on. So the loaf and the
hotse are both considered assets in this cave and therefore are Mo/ from the shari” standpoint. Tn contrast,
the mud on your shoes has no utility and therefore no value despite the fact that mud may be of value to
someone who wants to build a mud bouse. Rt 15 important to notehere that utility is ‘objectively’
determined as if we are using a ‘subjective’ basis then literally everything can have some ‘utility” and
‘value’ to someone, somewhere!

Therefore, Bitcoin does not [ulfill the conditions of an asset because it has no “utility’ionatety whatsoever
(this 15 of course nol the case with the Blockchain technology- which has huge potential) and is cusrently
only being ascribed its “utility’ by those who call for it to be used as a currency and those who barter using
it.

When looking at this from an Islamic legal sense and the reality, we must remember that we have accepted
that Bitcoin is not a currency and therefore it is incorrect to ‘ascnbe’ value to Bitcoin in the way a currency
can be “ascribed” value. This is because if we accept Bitcoin as an asset, and agree that something can only
be regarded as an asset based on its wtility and not-on the ability to sell it or buy it or sell using it to a
subjective class, then it is clear that Bitcain does not have this innate utility and is only aseribed it.
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value as money meluding things like gold (Dinar}, silver (Lvirhamy; rice, dates, wheat, barley and salt; “in
strict interpretation of what qualifies as money, Bifcoin probably misses the mark™

SO DOES BITCOIN EVEN QUALIFY AS ‘PROPERTY’ IN ISLAM?

It is clear thatconsumers today consider Bitcoin as ‘Property’ capable of trade and invesiment
(notwithstanding the above discussion as to whether or not il constitutes an asset of curreney in real terms).
However, is this actually correct to say about Bitcoin [rom an Tslamic perspective?

Deflning Property (Mal):

In Islamic faw, things have linguistic (fughawi) and then legal (shori) meanings. [t is important to therefore
detine words before using them. In addition there also exist defimitions of words established through
particular usage and customs (isfilaahi} which should also be bortie in mind. We will here only focus on
legal meanings but will give the definition of Mal from both perspectives to help illustrate the differences
that exist.

Mal (Property) in the Arabie language signifies whalever in effect one may acquire and possess: whether
that is corporeal ('@} or usufruct (manfa ah). Fxamples include gold, silver, animals, plant and benefit
gained cut of things such as the riding of vehicles, the wearing of clothes and the residing in houses ete. On
the other hand, whatcver a man cannot possess, cannot linguistically be regarded as Ma/l - such that
generally birds still in the sky, fisl in the water, trees in the forest, and mingrals in the depths of the earth
are not linguistically considercd Mal,

List of the charactenistics which qualify things as Maf;

We can summarise as follows that in order for a thing to quatify as Mal it

1) It has to be naturally desired by man. In modern tetminology, it must have ‘commercial value’
2) Tt must be capable of being owned and possessed

3) It must be capable of being stered

4y It must be beneficial in the eyes of the $hariah

5) The ownership of the thing must be assignable and trapsferable.

A detailed discussion of cach of these can be found in the work of Wohidui Islam (1999) and 1salso touched
upon by MuRti Faraz in his paper.

Bitcoin and its uncertain nature (Gharar)

Gharar is one of the most strictly prohibiled elements in Islamic financial contracts and transactions.
Linguistically, the verb gharra is the past tense of the noun gharar. As a result, gharar is translated as “to
mislead, to deccive™. ™ In an Islamic Jegal sense, with regards te financial and commercial contracts, gharar
is treated as excessive risk, uncenainty and speeulation. Gharar, when detined as *uncerlainty’, means the

nom-existence or unkoown nature of the contract’s subject matier.

The Jjjtihads of Ustadh Abu Khaled and Shickh Ata, aswell as the decision of the Malaysian tatwa council,
have stated that Bitcoin is not suitable to be used as currency because there is an elemenl of exireme
speculation and wncertainty (Ghurarand lack of authoritative body issuing it.™ It is appareni through an
abservation of the reality and the [slamic legal provisions relating to Gambling (Meaysir) and Gharar that
Bitcoin possesses the elements of being speculative iz terms of its value and that it is traded in a manner
akin to gambling. On 14 December 2017, Andrew Bailey {(Head of the Financial Conduct Autherity) stated

hnps./cointelegraph.cominews/is-bitcoin-halal-how-cryptocurrency-conforms-with-islam-and-sharia

'“hnps, fwww.coingecko,
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what time. However, the actual netion of decentralisation does not admit such restrictions. After all. in
some sense. placing any such restriction simply pushes the central authority back a layer - instead of
contrelling the carrency, the authority controls membership of the consensus group ™ A system like this
must allow apy emtity 1o participate, and to join and leave the scheme at will and it is berc where the
problem lies, If you can never know who is in the scheme, then you can never get agreement. Given
Bitcoin is not issued by a central authority which undertakes responsibitity for its issuance, the source of
Bitcoins generation remains ‘unknown’. Bitcoin can be issued by anyone who has the refevant mining
software and a computer with an internet connection {you also require a preity powerful computer and this
costs alot of electricity!) It is therefore reliant on the honesty on the part of and trust placed in this
unknown *community’ of miners who, in tum for those willing 1o pay for the service, mine Biteomns. As to
why the community is unknown, this is because whilst e particular miner is identifiable, it is impossible
10 identify the “community® as a whaole. As a result of this, the community is ‘unknows’ (se. majhoof) as an
entity,

The Islamic view towards 1he isshance of currency is that the issuing entity cannot be unknown. This forms
the basis of the requirement for a centralised authority. From our research, the issuance of currency is the
responsibility of this authority and no individual or group of individuals can have the right to issuc
currency even if they possess the means and styles to be able lo do so, because this would lead to havoc
and anarchy among the masscs, For example, even if people possess gold and silver, they cannot convert 1t
into currency shemselves. Instead they will have to buy the currency in return for their gold and sitver. The
anthorify undertakes the responsibility of issuing the currency (e g dirhams and dinars).

The juristic principle in play here 18!
il g gy Mo Rl
“Whaiever a wajili cantat be completed without, then that is alsa wajib”
A centralised system is necessary given that, as we discussed in detail in Fart | of this paper, the currency
must be capable of facilitating transactions generally within seciety. Having a decentralised authority, in

particular one which is ‘unknown’, works against this principle aswetl as against the ideas of having slable
vaiue and access.

The very nature and security of Bitcoin means that it suffers from the same problems the normal Barter
system whereby it is hard 1o make changes and you must find two people whe want te exchange goods
(three or four way trades get complicated). To protect the secutity of the Blockchain that makes
crypiosurrencies like Biteoin so secure, processing of Bitcoin transactions is very slow. In facl, becanse of
a limit on Lhe number of transactions which can be completed in a day, 11 sometimes takes days to complete
a simple mransaction.” To change these rules will compromise the curvent sccurity of the system and
theretore it is tenuous o argle that Bitcom can become a widely-used curmency. is very securily negates
its value in everyday use as its decentrelised nature means that it cannot provide the stability needed to
facilitate transactions widely.

We nole the argument presented by Mufti Faraz regarding the possibility of Bitcoin to become currency
throwgh aceepted customary usage {Ta geul). However, it is important o note that this argument is
qualitied by the textual sources of Islamic law (i the fact that Custom dues not constitute a source of law
in Islam). In any case, Multi Faraz seems to note through his analysis. as do we in ours, that the reality of
Bitcoin 15 such that the argument Lhat Bitcoin cen become curmency is inconsequential as a result of the
nature of it

In conclusion, in terms of things that can qualify as money, Islam supports intrinsic commodities that can
be used as money. Paper or electronic morey can alse be used but they should be backed by an intrinsic
commodity. So is Bitcoin meney then? Given that Islam has only recogrised commodities of intrinsic
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other hand has no such value, andqus price could rise te any figure, even a million doliars, ot it could just
ag casily plummet lo a few cents.”

Therefore, thuse who equate them should be mindful of drawing a false comparison between dissimilar
things as it is an example of false equivalence faliacy.

The Need for a Centralised Authority and understanding the ‘Unknown’

Ustadh Abu Khaled. Sheikh Atz and Mufti Faraz discuss this issue in their publications. Notably they
reach different conclasions. However, it is clear in both of their works that there is a general view amongst
Tslamic jurists that there must be a central autherity (with detailed discussion of thyy m the Shaft’ school
and by the likes of Ton Khaldum).

Muflj Faraz focuses on the condition regarding (e need [or a ecntralised issuing authority and states that

Islamic legal opinions show that jurists favoured a cenlralised monetary system because of the following
28

TERSONS!

1) Trust in the currency

2) Presence of a regulatory framework

3} Secure system

4) Wide acceplance

5) Ease for the people in pricing and transacting
4} A benchmark for transaciions.

If unie hoids the view (hat a centralised system is necessary for currency, then Bitcoin falls short of this and
cannot be consdered @ currency. 1f one views that a decentralised system 18 permitied (assuming it
achieves the same aims of a centralised system), then an argument can be made that Bilcoin is a currency.
However, such an argument seems tenous when we consider reason 5 of those mentioned above and also
when we consider the nature of the decentralised autherity in question.

Whilst Mufli Faraz presents well the arguement that a decentralised authority is possible, we favour the
majority argument that 2 centralised anthonty is needed for the issuing of currency according to Islamic
law.

In traditional fiat currencies, ‘agreement’ on the question of which coins exist is achicved by fiat, as their
name suggests: seme ceptral authority issues cosns and ix the final arbiter of the validily of coins. The
money is aliocated to the appropriate purse by a central authority Lhrough a higzarchy of delegated powers
{for example, the Bank of England allows recognised banks to Tepresent money as mere annotations in
bookkecg}ing sysiems, and banks, in tum, allow me to write cheques, which cause these anmotations to
change).”In the case of Biteoin, however, we are talking about a *decentralised system’ In this case, there
can be no central authonty to defer to. Instead we musl have ‘agreement” (o consensus} amongst some
group. Group consensus is a well-studied problem and can be amived at in many Ways, hut in essence afl
solutions are the same; consensus is artived al when some suZcient number of members of the group agree.
For example, we couid say that consensus is arrived at when more than half the members agree, and this
wonld work, since the remaining members cannot change the consensus. However, in the cases of currency,
to match this to the notion of *decentralised’ (i.¢. lacking central authority) the consensus group must be, at
Teast, all participants in the eurrency. This does not present any real problem when that group is kmown.
For example, it would be possible to define the group as “al] people curremtly in the United Kingdom™ —
where the currency would be something akin' to the Pound Sterling. Assuming the majority decide to
behave honestly, then they should have no di Zeulty in forming consensus on who has how nuch money at

Fhitpfwww ¥hilafah.com/bitcoin-the-ingther-ot-ati-bubbles
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backed by a commodity) or even with gold and silver (in that it must be Mined), does not mean that
Brtcoin fulfils all the conditions of what a currency is.

These “conditions’ of what constitutes a currency, as laid out by Ustadh Abu Khalid, are observable in
reality as applying to 21l currencies:>

1} B acts as a basis 1o evahute the goods & services, i.e it is a measure for prices and wages (as mentioned
above);

2) E s issusd by a central authority, ot an unknown bedy (majkao{.), which undertakes the responsibility
of issuing the currency;

3) Itis widespread and easily aceessible to the people ann itis not exclusive to a group of people only.

So does Bitcoin meet these conditons? Some argue that it is possible that Bitcoin could reach a stage in
popular usage whereby it hecomes a genuine basis to evaluate goods & services in the future and thereby
satisfres condition 1 of being & cuwmency {mentioned above). This is not currently the case as during a
particularly volalile period of trading on 7 December 2017, Bitcoin surged from below $16,000 to $19,500
in less than an hour on Cuinbase’sGlobal Digital Asset Exchange (GDAX), while it was changing hands at
Jess than $16,000 on another, Bitstamp.

Argument arc also made that 1113 possible that i the future it could become more accessible and thereby
meet condition 3 too. However, in this regard, we refer them 1o Part | of this paper we discussed the issues
ol Scalability. lmportantly in respect of aceesibility, on the 13 December 2017, Reuters reported that
Cuombase (one of the biggest providers of digital currency wallets} went down under the weight of heavy
wraflic leaving many of its more than 10 million customers unable to access theit funds. It is important to
remember that some of the largest holders of Bitcoin are unknown and include private individuals. As such,
whatever action these entitics choose te take will have a huge impact on the value of Bitcoin at any point in
lime,

Based on the above considerations, it is clear that the volatility of Bitcoin, the way in which it is priced
{based on speculation of the market) and the lack of an intrinsic value of any sort mean that it is not
something that can meet the reason of ‘case for the people in pricing and transacting”. Alengside what we
have mentioned of the reality of Bitcoin, the fact that its ‘value’ can change so dramatically within the time
it takes to complete a transaction is itself indicative of this.

Bitcoin and Gold

Some have tried to present an equivalence between Bitcoin and other things such as fiat currencies, gold,
whps elc, However, whilst there are some similarities between Bitcoin and these, the differences far
autweigh the similarities.

In the case of Gold, the argument made is that both can be mined. However, this igniores the reality that
gold jiself 13 different m its capacity as an asset fiom its capacity as a currency. You can mine gold but it
would only be an asset and only once minted by the currency-issuing authority would it constitute
currency. From an Islamic perspective, we need only consider the Zakat rules applicable to gold as an asset
which do not apply to it as a currency. Similarly, in the case of Bitcoin, the mere existence of it and calling
it a currency (and equating it to gold) does not make it so from a legal standpoint. b addition, mming
Bitcoin is very different from mining gold. Golds intrinsic value goes well beyond its minability, as it is
desirable for many other reasons outside of its market value. Gold experienced a frenzy of buying that
drove its pnce up to $1.900 in 2011 and was described as a bubble, which burst in 2012, but the price
remained above $1,000 with Irading over a relatively narrow range since then. Gold is valued as jewelry
throughout the world and 1s further supported at lower prices as an mdustrisl commexity, Bricoin, on the

slamicsysiem. blogspat,com. es /201 7/06/the-reality-ot-cryptocurrencies-such-as html




hard fo address Bilcoin-related fraud cases. This is not the case with traditional. currencies. Law looks at
botk substance and form. The regulatory approach varies across jurisdictions with many not regulating
crytpocurrencies per se, as these are not considered as *seeurities’ or “legal tender”, but rather regulating
the exchange process 2s a money service business. The U5, regulates exchanges and administrators as
subject to the Bank Seerecy Act, whilst users are covered by tex legislation as virtual currencies are
generally treated as property with gains of losses calcutated. The Hong Kong Monetary Authonty does not
regulate it and the Monetary Autherity of Singapore 18 undergoing a cousultation process as a precursor for
introducing regulation Whilst, there are jurisdictions which do not yel classify Bitcoin as a security and
therefore regulate it in this way, the U %, Financial Crimes Enforcement Network defines suck: currencics
a5 %A medium of exchange that operetes like a currency in some environments, but does nol kave all the
atiributes of real currency.” From our research, Bitcoin does not have ‘legal tender” status in any
junisdicticn.

The reality of Bitcoin is that you can create the populace is capable of creating i1s owncurrency.
Governmeni (reasuries are usually responsible for the creation of cumrency but with Bifcoin you can
actually create currency yourself if you have enough computing power.

Based on my rescarch to date and the discussions [ have hed with those far more knowledgeable than
mysef, [ can onty conclude that Bitcein is 1o be considercd an assei and not & currency. In this regard, [ go
further to say that it can only be considered a “virtual asset” and not a ‘real asset’ as a result of the lack of
an inherent intrinsic value to it. There is little evidence to suggest that buyers are using bilcoin as a means
of exchange and payment. On the whole, they buy the cryptocurrency as a speculative nvestment, atiracied
by massive price gains. !

So in conclusion, despite claims to be a ‘virtual currency’, Bitcotn is simply a *virtual asset” for the simple
reason that:

“If it Tooks like a duck and sounds fike a duck, i usuatly is VR

PART 2 - THE ISLAMIC PERSPECTIVE ON BITCOIN

Above, we have aimed to establish the reality of what Bilcoin is. Below we shall assess the Islamic
principics and legal consideralions which apply to it. Notwithstanding that we have concluded above that
Bitcoin is an asset and not a cumency, for completencss, we will cvaluaic Bitcoin through the use of both
the laws relating 10 currencies and those to assets as litmus lests

IS BITCOIN A CURRENCY ACCORDING TO ISLAM?

What qualifies as a currency from Islam? In defining a “currency’, 1L1s clear that a ‘currency” 1 defined as
“a recognised specific wnit of exchange, which is the basis to which goods and Inbour ave relaled and by
which they are mensured.”

A State “coins’ and “mints” currency which it adopts in a specitic form and fashion (with a specified weight
and value). The value can be based on a standard such as the ‘bi-metallic standard’, ‘representative money
standard’ {in ‘both of these the value derives from an actual commadity) or another standard such as the fial
standard adopted by states today (where the value 1s simply established by government decrec).

Some have argued that Bitcoin is to be treated as currency even though it has no intrinsic value {i.c. being
linked to 2 comumodity) because the same applies to flat currency. However, this misses the point of what a
currency is as the sharing of one or two common fearures with fiat currency (in terms of it not being

¥Garick Hileman, a research fellow at the University of Cambridge’s Judge Business School
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own. In contrast, Initial Coin Offerings (ICOs) or equity offerings of startups priced in cryptocurrencies,
waould be ¢onstrued as an asset because the coin-holder theoretically has a claim on the future cash flows of
the business (but these are not being considered in this paper).

However, Damodaran fails to effectively define what a currency 15 beyond a ‘medium of exchange'. Those
wito term Bitcoin as falling into the relams of an *asset” do so on the basis of two key observations: 1) its
value being unstable and 2) its transaction processing is too slow.

We have addressed the issue of the transaction limit abave (see section: Sealability and splintces in Biteoin
versions} sswell as addressing the idea of how the valuc of Bitcoin is determined (see section: Falue of
Bitcoins) and how it is extremely volatile {see section: Volariliny).

Stability und Liquidity as conditions for currencies

A key feature of & currency is that i1 be a stable store of value. ™ Toe high a level of instability in currency
values mean that people cannot trade or fnance their economic activity and investors cannot accurately
predict the value of future cemnings. Currently, it is clear that currencies ate not expected 1o function 30 as
to be capable of losing half their value in s few months (such as Bitcoin recently did). Bitcoin is considered
a highly volatile currency and it must be made clear that as much as it can go up in price, Bitcoin also has
the potential to lose significant value, tast *'Such volatility is characteristic of “assets’ such as publically
listed shares on stock exchanges and other financial instruments. The 2017 current Ttecord-breaking rise in
Bitcoin’s “value’ on the markets has only furthered fears of an impending crash or at the very least a
correction with the drop in price in December 2017 has mcreasing and indicating these concerns further.
Indeed the hundred-fold increase in its price has strengthened arguments of those who argue it should be
understood as an assel

A forther role of currencies is that they facilitate ransactions. As mentioned in the section relating to the
issues of Biteoin's scalability, the framework of Bitcoin ifsell is not desigmed to actually fenction as an
alternative currency for the masses, The very natare and security of Biteoin means that it suffers from the
same problems the normal Barter system docs, whereby it is hard to make changes and you must find fwa
people who want to exchange goods (thres or four way trades get complicated). Whilst this is fine to do in
the case of large scale corporate and capital markets transactions (for example, PwC Hong Kong has
recently in 2017 sccepted Bitcoin as payment of a real estate related transaction), to protect the security of
the Blockehain that makes eryplocurrencies like Bitcoin so secure, processing of Bitcoin transactions is
very slow. We argue that to change these rules will compromse the current security of the system and
therefore #t is lenuous to argue that Bitcoin can become a widely-used currency. Its very security negares
its value in everyday use as its decentralised nature means that it canpot provide the stability needed to
facilitate transactions widely (atleast not at the time of writing).

Iz terms of ils treatment generally, compared with fiat curzency, Bilcoin is being treated more akin 10 a
tinaneial instrument. The Norwegian government has subjected it to capital gains lax.™ The U).§. Securities
Lixchange Commision has recently laid out guidclines with respect 10 its treatment as a financial instrument
cotisitiating a ‘security’ for the purpeses of being a regulated product. The Internal Revenue Service has
also ru]ed, ;hal Bitcoin and other "convertible virtual currencies” are "treated as property" and oot treated as
currency. -

A lurther point to consider is that of Regulation. Biicoin's decentralised nature means that it does net fall
under the jurisdiction or responsibility of any one state. There is no formal tegutatory body, This makes it
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risk that bitcoins will be used for such purposes. It is also important (o note that many of the potential
downsid iated with the p jal criminai use of bitcoins are similar to those facmy traditicnal cash.

Nonetheless, there still exists stractural desigus within Bitcoin's framework that allow the mixing of
‘clean’ and ‘dirty’ meney. There exists the use of so-called "humblers” to mix ilegally obtained fimds with
"clean” funds, the intention being to confuse the irail back to the fund's original source. These services ar¢
available o the internet, with one provider having the audacity to call its website "bitlaunder.com*.

Impaortantly, the pseudonymous nature of Bitcoin means those who own the largest amoints of Bilcain
(tertned as “Whales™) cannct be identified and that those who mine it also benefit from the same. This is
extremely dangerous iven the affect that they can cause 10 the ‘value’ should they decide to act ns any
parti¢ular direction with Tespect 1o their holdings, This ‘wknown’ element is an important consideration
also form an Islamic legat standpoint and we shall revisit this when we discuss the concept of mashoolic.
unknown} in Istamic law especially because it goes right to the core of Bilcoin's design as being something
which is being issued by an ‘unknown’ entity.

Scalability and splinters in Bitcoin versions

The security of Bitcoin is generally accepled. However, it comes at the cost of a “dailytransaction limit’ to
Bitcoin payments. I the original Bitcoin design, each component {“block™ in the Blockchain is used to
store transactions made by the users as well as the other sensitive information. So a block can store
multiple transactions but this must be within the specified size limit of IMB. Whenever a block s
completed, it is added to the Blockehain as a permanent record, As a maiter of fact, tns IMB block size
Timit was imposed to prevent the Blockchain from the potental DDoS attacks by the hackers who might
try to freeze the network by creating blocks of uneven or massive size. But as long as the size limil is as
low as IMB, all the blocks exceeding this size will be automatically rejected by the network and they will
not be added 1o the Blockehain.""This limit is a design element of Bitcoin alone, as opposed to the
undertying Blockehain technology, and its implementation is a crucial security measure that comprises part
of the state of the Bitcoin network. As such, it suggests that the original Biteoin pretocol ifself did not
contemplate accommodating & massive user base in the same way currencies do. A swrge bircoin trades
in recent weeks has also left the blockchain network that the cryprocurrency relies on (o process and venfy
transactions struggling to keep up. As of Wednesday 13 December 2017, al 14.45 GMT. more than
125,000 bitcoin: ransactions remained unconfirmed.

In order to sclve the issue of the transaction limit (which cavsed a raping debate between ‘Bitcoln
Believers’) Bitcoin actually splintered into two versions of the currency in August 2017 (known as the
“hard fosk™). The original product is now known as ‘legacy Bitcom’ and the new version is kmown as
‘Bitcain Cash‘.mbegacy Bitcoin's blocks are capped al IMB, and Bitcoin Cash can support up to 8MB
{with current blocks having 2MB). Bigger block siees 16 the major difference between the two and the
impetus for the split However, it has been noted that Bitcoin is looking mereasingly likely to splinter eff
again, creating a third version known as ‘SegWit"as miners and developers pursue separate visions Lo scale
jts rapidly growing markesplace. There exists an ongoing debate belween ‘BitcoinBelievers® as regards Lo
conception of the Bilcoin system — which was designed around scarcity and whose rraditionalists insisl on
keeping the block size small in order 1o maintain seeurity ete_ It is clear that it was never actuglly designed
to be a particularly convenient means of payment for the masses to go an huy their groceries.”

S0 IS IT A CURRENCY OR AN ASSET?

It is clear that Bitcein {whichever version you are referring to) has carved out a disruphive place in the
capital markets. The reality of the product is causing debate in all spheres ot academia @nd industry. NYU
Professor AswathDamodoran, bas staked his claim that Bitcoin is officially a “currency” not an “asset” as
s0 many othess claim. He defines assets as something that generates cash now or is expected to generite
cash in the future. Currently the only way to generate cash from Bitcoin is by selling seme that you already
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Bitcoin is accepted as an everyday monelary medium by states as opposed fo an asset reflecting an
Investment opportumitywe discuss 1his in more detail below).

VPeriods of high volatility are not uncommon in current world currencies and assel classes, particutarly in
commodities and emergmg markets. Howecer, Bitcoin’s volatility is extreme, and frequent: the ane-day
price move has been more than 10 percent on nine days in the past three months and the up-up to the new
year of 2018 has shown a massive drop in the vaiue of Bitcoin with 1t losing over a third of its vaiue in 24
hours™ and its fuctuation on cortain days having gone to as mach as 45 per cent Less. "

Tim Swanson, a bitcoin experi and founder of Post Oak Labs, a technology advisory firm, said he was
cmceerned that if the futeres liquidity increases there could be an incentive for someone with a large bet
against bitcoin to disrupt or attack the network to make money ffom the ensuing price fall."* Indeed recent
weeks supgest that we are already seeing a dip in: the *value™ of Bitcoin generally!

Security

The Bitcoin protocol has thus far proved 1o be mupervious to hacking; the majority of chatlenges instead
concern Wallel services and bitcoin exchanges”. However, if users are not carefil they can inadvertently
delete o1 misplace bitcoins and, as with cash, once lost it cannot be recovered, Further, if users do not
protect their private addresses then they leuve themselves open to theft. Bitcoin Wallets can now be
secured by means of encryption; however, nsers must choose to activate the encryption. Failure to do so
could result in bitcoins being stolen through malware. The media has also reported on several attacks on
Bilcoin exchanges which have resulted in thefts or downtime of services as a result of distributed denial-
of-service ("D0S") attacks. Many of the security risks facing Bitcoin are similar fo those facing real world
currencies; bank notes can be destroved or lost and banks can be robbed or targeted by DDoS attacks.

Criminal use

A significant concern in relation to Bitcoin has been the anonymity of the systen. In the ahsence of third-
parties, Transactions take place only between twe individuals and, as is the case when paying for items and
services in cash; no record is explicitly made of the individuals involved. The public keys used in
transactions are recorded but these are not corrently tied to anyone's identity. However, in the sense that all
Transactions to and from a particular Ritcoin address can be traced, 11 is more accurate 1o describe Bitcoin
as pseudonymous rather that Anonymous.

A concern that tesuits from this leck of a tie between virtual and 1eal-woild identities is that Bitcoin may
be used for the purposes of money laundering, financing terrorism and teafficking of illegal goods.
However, the public record of all Bitcoin {ransactions contained in the public ledger allows for the ongoing
tracing of tands through transactions and so untit such bime &5 a pblic key is matched with a real world
identity, any misused fiznds can be traced and fullowed,

Some exchanges have already taken steps to comply with anti-money laundering, record-keeping and
reparting requirements'®, This, combined with the public ledger will go some way towards reducing the
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Inflation

The lack of control aver inflation has been a significant concem for many in relation 1o the adoption of
Bitcoin. Inflation may be influenced by supply of and demand for a cusrency. Hewever, Inflation can not
be affecicd by the manipulation of the supply of bitcoins as the Bitcoin system was designed to mimic the
extraction of gold or other precious metats from the Earth in the setse that only a limited amount can ever
be mined, Written into the protocol of Biteoin is an upper limit of 21 million bitcoins (Note - each bitcain
Tas 100,000,000 sub-units cailed "Satoshi™). As the Biteoin limit is approached, the Rewards for mining
bitcein will reduce in a series of steps ccwrTing approximately every four years to compensate for an
increase in total processing power (unce the limit is reached transaction fees will be introduced). As such,
the rate of expansion of the currency is prescribed and should platear: by around 2030. The de-centralised
pature of the currency, the prescribed rate of growth and the upper limit all mean it 1s impossible for any
single person or entity 1o increase the supply of Bitcoins.

mflation mey occur if demand is significantly reduced. However, as Bitcoin is a distributed system of
curreniey, if demand were to decrease to such an extent s Lo cause inflation then the system itself would
fail in any case’. If Bitcoin continues to be adopted and eventually becomes a mainstream unit of
‘currency’ sdopted by states then this is unlikely to be of any concern.

Potential to combat peverty and oppression

Access to basic financial services is a significant hindrance to combating poverty. Due to the impediments
to developing traditional branch banking in under-developed areas, people in developing countries have
turned to mobile banking services for their financial needs. Bitcoin is able lo provide people in developing
counties with inexpensive access to financial services on a global seale. This i3 beginning to be seen in
countries such as Kenya, Tanzania and A fghanistan, where the closed-system mobile payment service M-
Pesa has been particutarly successful.

Bitcoin may also be sble to provide relief 1o countrics with strict capital controls as there is no central
authority that can reverse transactions or prevent the exchange of bilcoins between countries. Bitcoin
therefore provides an alternalive in countries with devalued currencies or frozen capital merkets.
Individuals in oppressive or emergency situations might aiso benefit from the privacy that Bitcoin can
provide.

CHALLENGES
Volatility

The value of bitcoins has fluctuated dramatically in the last few years in what has closely resembled
wraditinnal speculative ‘bubbles’. Over-optimistic tmedia coverage of Bitcoin prompts the participation of
novice investors which pushes up the vatue of Bitcoins, until it is over-valued and,as a result, subsequently
drops, losing significant amounts of money in the process.'

Bitecin's volatility has divided opinion as to whether the system is a viable alternative to real world
currencies. It has been suggested that the speculalive bubbles seen to date are simply [lucruations that are
stress testing the ‘currency’ and will decrease in frequency. 11 is also possible that volatility will decrease
as users become more familiar with the Bitcoin sechnology and develop Tealistic expectations about fis
future. However, despite the amount of time that has passed, there shows Jitile sign of stability unless
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VALUE OF BITCOIN

Transactions on the Bileoin network are NOT denopunated 1n real world currency umits such as Dollars,
Luros or Sterling (as they are on PayPal);nor is the value of the currency derived from gold or government
fiat. The Bitcom value 15 derived from the value that people assign to it only {and its value relative to real
currencies as determined on an open market). Regardless of all of the blockchain technology and other
technological immovations behind i1, Bitcoin has no intrinsie vatue of its own. Its value derives sotely from
the confidence in the market. Blockchain technology i ofcourse hugely valuable however it must be
separated from Bicoin as Bitcoin is a *product’which simply uses this technology. They are not the saine
and should not be confused. Despite Bilcoin's lack of any intripsic value, its market value bounces around
berween S15,000 and $20.600 (or some other number depending oo when you're reading this in the world)
“The difference 15 pure stock market speculation — one person’s bet that another person will be willing to
buy that Bitcoin for more than the first person paid for it.

We will return to consider the issue ol value later ax this ties in to the requriements of assets and currencies
from an Islamic perspective.

TRANSACTIONS AND PAYMENT PROCESSING

Iransactions are veri fiedthrough (he use of public-key cryptography. Public-key cryptography requires that
each user be assigned two "keys", one privare Key that is kept secret like a password, and one public key
that can be shared with the world. The public and private keys are stored 1o an jndividual's "Wallet" which
can £x1st m both phvsical and digiral forms.

When an tndividual ("A") wishes to trangfer bitcoins to another individual{"B"), A crcates a message (2
"Transaction"} containing BYs public key and signing off with A's private key. The Transaction is then
recorded, time stamped and displayed in one "block” of the Block Chain as part of the payment processing
carried out by Miners.

Fach time a transaction is made it must be verified by a Miner prior to the recipient's funds being cleared.
Iz order 1o do 50, an active computer on the Biteoin network must assign a "hash key” 1o the block {a
randomly generated value that describes the entire block). This hesh key 1s then transimitted o the rest of
the nerwork and is used w confirn: that the Transaction in the given block is legitimate and that the funds
can be cleared. Ihe process resulls in a 10-60 muinute delay in clearing of funds but it also means there is
1o need for & central payments processing system

Theretore, Bitcoins arc basically just nwnbers and the process of mining is the process of generaling
numbers.

APVANTAGES
Lower transaction costs

The removal of third-pany intenmediaries makes Bitcoin transactions substantially cheaper and quicker
than traditional payment netwuorks. This is particularly attractive to small businesses that are seeking to
lower transaction costs, For example, although credit cards have made it easier to do business, this 1s at a
considerable cost to merchants. In addition, credit card payments are susceptible to fraudulent charge-
hacks (or consumer-initiated paynienl reversals) based on false cliims that a product has not been
delivered®. 1lowever, credit cards do atford some protection for users the removal of which may have a
detrimental effect on busmess From our rescarch, Bitcoin cutrently does not have such forms of protection;
however, businesses could emerge offering such services as the provision of escrow arrangements,
amongst others.

Fmily Maltby, “Charpebacks Create Business lleadaches,” Wall Street Joumal, February 10, 2011,
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manat-ul-hukm. Bemp a non-textual element, the person establishing the menameed not be a mujtahid or
even Muslim, given that the aim is 10 ascertain the reality of the matter, and this has nothing to do with
knowledge of the Shariah, or the Arabic language. the aim is rather confined to cognising the reahity.

Therefore, our objective in this part of the paper is simply to establish the manaat regarding Bitcoin. For
this purpose, we are not focusing on other ¢ryprocurrencies or Initial Coin Offerings (which 1s somewhat
separate as issues). This is because the realily of cryplocurrencies can vary between themselves and they
must be analysed on a case by case basis 10 a large degree. Here we wilt only be addressing Bitcoin.it goes
without saying that the underlying Blockehain technology is extremely useful and presents many
apportunities to be utilised sfectively and this is always to be encouraged

ORIGINS

Bitcoin is the mast popular of what has becorne known as decentralised digital "eryptocurrencies™. Ay o
cryplocurrency, it uses cryptography to control its creation and managemest tather than relying on a
centra} authority (e.g. the Bank of England). Tt differs from other virtual currencies such as those created
by Nike, Vodafone, Amazon and those that are often used in the computer gaming indusiry for so called
"in-game purchases” as, unlike Bitcotns, all of these previous vistuzl camencies have boen centrally
controlled and managed

T'o start from the beginning, the concept behind Bitcoin originated in an online paper publishedunder the
pseudopym Satoshi Wakameto i November 2008 entitled Bitegin: A Peer-to-Peer Electronic Cash
Sysrem’. The paper proposed a peer-to-peer form of clectronic cash which would allow cnline payments te
be sent directly from one party to another without requiring the involvement of a finanwmal mstitution or
third party(e.g PayPal) (similar, in principle, to the concept of media file-sharing through platforms such
as Napster), Instead of placing trust in such thirdparties and paying the fees associated with thew services,
Bitcoin requires users to place trust in the protocol that underpins the system which has thus far proved
very resilient.

The Bitcoin network came into existence in January 2009 with the release of the first apen-source (freely
distributable) Bitcoin client software and the issuance of the fizst “bitcoins®®.

BLOCK CHAIN

Every transaction that occurs in the Bitcoin economy is registered in a public ledper (the "Block Chain")
which is distributed among all the users of the Bitcom system via a peer-lo-peer network. This enables
Bitcoin Lo avoid the issue known in computer science as the "doubie-spending”™ problem’ where, wilhaut
thirdparty intermediaries clecironic meney could, in theory, be spent twice,in the absence of ledgers and
recotds to keep track of electronic money transfers

‘The :3lock Chain is maintained by a network of computers that process the payments of bitcoins (2 process
called *Mining"; the individuals who contribute computer power 1o this process are called "Miners”). In
return for their contribution Miners receive newly created bitcoins. Omee all bitcoins have been mined,
they will mnstezd be able to charge fees ("Rewsrds"} for these services.

Bitcoin A Primer for Policymakers, 2013, Jerry Brito and Asndrea Castillo, George Mason University,
/imercatus, ory/sites'default/ files/Brito_BitcoinPrimer.pdf
Bitcoin: A Peer-to-Peer Elecizonic Cash System, Satoshi Nakamoto, www biteoin.org/bitcoip. pdf
The Rise 8snd Fall of Bileoin, 2011, Henjamin  Wallace, Wired Magazine,
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BREAKING DOWN BITCOIN —
A STUDY OF BITCOIN AND THE SHARI HUKM RELATED TG IT
INTRODWUCTORY REMARKS

By AC. Abhmed

This rescarch paper shall aim to address the reality of Bitcoin and crytpocurrencies and provide some
insight as regards to the Islemic jegal viewpomt relating te them.I shall outline the ongins and theory
behind Bitcoin aswell as providing an assessment of it fom an Islamic viewpoint based on my
understanding as & student of klamic Jurisprudence.

There are currently already somelslamic papers and works, all of which I encourage readers of this paper
10 also read. Namely, 1recommend ihe following:

1} “The reality of cryptocurvencies such as Bircoin and the shari'ah rule regarding them™ by Ustadh Abu
Khaled:' )

2} “Bitcoin: Shariah Complians?” by Mutii Faraz Adany?
3} “The Bslamic Ruding on Rircoin™ by Shiekh Ata bin Khalil Abu al-Rashdah,

Whilst they contain vertain differing views as te the permissibility of Bitcoin, it should be understood that
they all provide a helpful starting point for those who wish to sincerely understand the different positions
reached to date. We thank them for their contribution to the arca in terms of Islamic jurisprudence and fiox
allowing us as students to develop through evaluating their legal reasoning. We make dua that Allah {swi)
blesses them and their work and keeps them sincere. Differences in such issues must vot lead to violating
the dignity of others, no matter how mistaken Lheir conclusions or method of TEasoning may seem to us
Mutti Faras"s paper is not intended to constitute a fatwa (as the disclaimer therein states) whereas those of
Ustadh Abu Khaled and Sheikh Alz are regarded to be their ijtihad on the matter. To the extent that they
are comreet i their findings we hope that Allah (swi) will reward them, and even if they are mdstaken we
hepe that they will not be deprived of reward, although this doss not nile out differing with them and
pinpointing gaps in their analysis I through analysing and study, based on the reality and the evidences
from Islam, it appears that Bitcoin is permissible - then so be il. However, it it appears that i i
imperinissible- then so be it We must be careful to not let our own desire to ‘get in there quick’ when it
comes Lo making money, to move our criteria from ‘What is permissible according to Islam {i.e. “Hula! and
Haram') w onr own selfishly determined Benefit and Harm'. Sincerity is 1o not lie to yourseff about the
truth. It is & right of Allab. His Divine Book, His Messenger, the Khaleefzh and his governors and those of
knowledge that sincere advice must be offered iu the best manner, and it must be accepted, ne matter how
it was given. We remind ourselves and those engaged in this ares of the statement of Imam al-[afiz al-
1¥hahabi about his Shaykh al-Harawi,

“The Shellh of Itam is heloved to us, but the Truth is more bofoved to us than the Sheikh af Istam

PART 1- ASCERTAINING THE REALITY OF BITCOIN

Before cvaluating the Tslamic position or a matier, it is important to have correetly ascertained the reality
of the issue being investigated. The managar (reality) is defined as the matler to which the [slamic legal
C“shari™) rule (the “hukn’™) applies and conforms te. Ilowever, il is neither its evidence nor s ‘flahtie,
the motive behind the rule) Consequently, 1o establish the menar requires an understanding of the non-
textual reality within which the Islamic ruling applies. For example, the shar’i rule is the prohibition of
intoxicants and thus establishing whether a specifie drink is an intoxicant, is referred to as establishing the
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